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• 

https://www.prime-sign.com/products/primesign-mobile
https://www.prime-sign.com/sign-with-eid
https://www.prime-sign.com/products/primesign-mobile
https://www.prime-sign.com/sign-with-eid
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https://en.cryptoshop.com/primesign-mobile-basic.html


• 

• 

o 

o 

▪ 

▪ 

https://en.cryptoshop.com/primesign-mobile-basic.html
https://en.cryptoshop.com/primesign-mobile-basic.html
https://en.cryptoshop.com/primesign-mobile-flat.html
https://en.cryptoshop.com/primesign-mobile-flat.html
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https://www.cryptoshop.com/products/primesign.html
https://en.cryptoshop.com/products/primesign/primesign-mobile-flat.html
https://en.cryptoshop.com/products/primesign/primesign-mobile-10.html
https://en.cryptoshop.com/products/primesign/primesign-mobile-5.html
https://en.cryptoshop.com/products/primesign/primesign-mobile-pay-per-use.html


 

• 

• 

• 

• 

 

 

 

 

https://www.prime-sign.com/hubfs/PDFs_primesign/primesign_Service_Informationen_EN.pdf
https://www.prime-sign.com/hubfs/PDFs_primesign/primesign_Service_Informationen_DE.pdf
https://primesign-status.com/
https://www.prime-sign.com/en/primesign-support#FAQ
https://www.prime-sign.com/de/primesign-support#FAQ
mailto:developer@prime-sign.com
mailto:matthias.pankert@cryptas.com
mailto:thomas.roessler@prime-sign.com
https://premiumsupport.cryptas.com/
mailto:basicsupport@cryptas.com
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• 

 

/info

• /info

• credentials/list

• credentials/info

• signatures/signHash

oauth2code

https://cloudsignatureconsortium.org/wp-content/uploads/2020/01/CSC_API_V1_1.0.4.0.pdf
https://cloudsignatureconsortium.org/wp-content/uploads/2025/01/csc-api-2.1.0.1.pdf
https://cloudsignatureconsortium.org/wp-content/uploads/2023/04/csc-api-v2.0.0.2.pdf
https://cloudsignatureconsortium.org/wp-content/uploads/2020/05/CSC_API_V0_0.1.7.9.pdf
https://cloudsignatureconsortium.org/wp-content/uploads/2020/01/CSC_API_V1_1.0.4.0.pdf
https://cloudsignatureconsortium.org/wp-content/uploads/2025/01/csc-api-2.1.0.1.pdf
https://cloudsignatureconsortium.org/wp-content/uploads/2023/04/csc-api-v2.0.0.2.pdf
https://cloudsignatureconsortium.org/wp-content/uploads/2020/05/CSC_API_V0_0.1.7.9.pdf


• oauth2/authorize

• oauth2/token

• oauth2/revoke

• oauth2/pushed_authorize
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• 

• 

https://id.prime-sign.com/realms/qs/.well-known/openid-configuration
https://datatracker.ietf.org/doc/html/rfc9126




 



 



 

 

GET /oauth2/authorize? 

  response_type=code& 

  client_id=<OAuth_client_id>& 

  redirect_uri=<OAuth_redirect_uri>& 

  authorization_details: 

  [{ 

    "type": "credential", 

    "credentialID": "9c8f55aa-1edb-4a27-8dee-ecb8f7bb7f2e", 

    "signatureQualifier": "eu_eidas_qes", 

    "numSignatures": "1", 

    "documentDigests": [ 

      { 

        "hash": 1roGH1D_jmf1FMgv0nQTELLdNHOtRaEK_7yhp_eBAGQ=", 

        "label": "testdoc.pdf" 

      } 

    ],  

    "hashAlgorithmOID": "2.16.840.1.101.3.4.2.1", 

  }] 



GET /oauth2/authorize? 

  response_type=code& 

  client_id=<OAuth_client_id>& 

  redirect_uri=<OAuth_redirect_uri>& 

  scope=credential& 

  credentialID=<credentialId>& 

  numSignatures=1& 

  hashes=1roGH1D_jmf1FMgv0nQTELLdNHOtRaEK_7yhp_eBAGQ=& 

  hashAlgorithmOID=2.16.840.1.101.3.4.2.1 

 

 

/credentials/info

/signatures/signHash

 

SAD

 

oauth2/authorize oauth2/pushed_authorize /signatures/signHash

oauth2/authorize

oauth2/pushed_authorize

/signatures/signHash



GET /oauth2/authorize? response_type=code& 

  client_id=<OAuth_client_id>& 

  redirect_uri=<OAuth_redirect_uri>& 

  scope=credential& 

  credentialID=<credentialId>& 

  numSignatures=1& 

  hash=1roGH1D_jmf1FMgv0nQTELLdNHOtRaEK_7yhp_eBAGQ=  



signatures/signHash

POST /csc/v1/signatures/signHash 

Authorization: Bearer eyJhbGciOiJSUzI1NiIsInR5cCIgO… 

{ 

  "SAD" : "eyLpskInJhbGciOiJSUzI..", 

  "hash" : ["1roGH1D/jmf1FMgv0nQTELLdNHOtRaEK/7yhp/eBAGQ="], 

  "hashAlgo" : "2.16.840.1.101.3.4.2.1", 

  "signAlgo" : "0.4.0.127.0.7.1.1.4.1", 

  "credentialID" : "<credentialID>" 

} 

POST /csc/v2/signatures/signHash 

Authorization: Bearer eyJhbGciOiJSUzI1NiIsInR5cCIgO… 

{ 

  "SAD" : "eyLpskInJhbGciOiJSUzI..", 

  "hashes" : ["1roGH1D/jmf1FMgv0nQTELLdNHOtRaEK/7yhp/eBAGQ="], 

  "hashAlgorithmOID" : "2.16.840.1.101.3.4.2.1", 

  "signAlgo" : "0.4.0.127.0.7.1.1.4.1", 

  "credentialID" : "<credentialID>" 

} 

 

/credentials/info /credentials/list|info

• 

oauth2/authorize



• oauth2/pushed_authorize

 

 

account_token account_token

account_token

• account_token

• account_token

oauth2/authorize

oauth2/pushed_authorize account_token

• account_token



• account_token

account_token

{ 

  "header": { 

    "typ": "JWT", 

    "alg": "HS256" 

  }, 

  "payload": { 

    "iat": 1721220528, 

    "jti": "3c6492e7-3df2-416f-b7d5-389870a287d6", 

    "sub": ""<ACCOUNT ID OF PRIMESIGN ENTERPRISE ACCOUNT>", 

    "iss": "<SOME IDENTIFIER OF YOUR COMPANY OR SOFTWARE>", 

    "azp": ""<YOUR CLIENT ID>" 

  }, 

  "signature": "pn9gAhogNcK2mPZrMlV7JbuLX85tTUPTHYZicJf8ZIc" 

}  

 

{ 

  "header": { 

    "alg": "none", 

    "typ": "JWT" 

  }, 

  "payload": { 

    "iat": 1718872680, 

    "jti": "3c6492e7-3df2-416f-b7d5-389870a287d6", 

    "sub": "<ACCOUNT ID OF PRIMESIGN ENTERPRISE ACCOUNT>", 

    "iss": "<SOME IDENTIFIER OF YOUR COMPANY OR SOFTWARE>", 

    "azp": "<YOUR CLIENT ID>" 

  }, 



  "signature": "" 

} 

 

 

clientTransactionId oauth2/authorize

oauth2/pushed_authorize

clientTransactionId

clientTransactionId clientData

• 

/oauth2/authorize?response_type=code&clientData=%7B"clientTransa

ctionId"%3A"asdf"%7D…

• 

• 

 

 

 

 

 

/oauth2/revoke

 

 

mailto:developer@prime-sign.com
mailto:developer@prime-sign.com
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https://qs.primesign-test.com/
https://qs.prime-sign.com/
mailto:developer@prime-sign.com
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account_token

 

https://www.ausweisapp.bund.de/ausweisapp2/help/1.22/de/Windows/settings-developer.html
https://www.ausweisapp.bund.de/ausweisapp2/help/1.22/de/Windows/settings-developer.html
https://eid.egiz.gv.at/anbindung/testidentitaeten/vordefinierte-testidentitaeten/


 

 

https://onboarding.primesign-test.com/
https://onboarding.primesign-test.com/
https://onboarding.prime-sign.com/


 

 

/info

• 

• 

• 

 



amr_hint oauth2/authorize

oauth2/pushed_authorize amr_hint



amr_hint

amr_hint clientData

• 

/oauth2/authorize?scope=service&clientData=%7B"amr_hint"%3A"eid"

%7D…

• 



 

 

• 

• 

• 
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☐

☐

 

https://ec.europa.eu/digital-building-blocks/DSS/webapp-demo/validation
https://www.rtr.at/TKP/was_wir_tun/vertrauensdienste/Signatur/signaturpruefung/Pruefung.de.html
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• 

https://primesign.cryptas.com/de/hash-signing-api


• 

• 

• 

https://primesign-status.com/


7.  


